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INTRODUCTION

On 1 August 2009, participants from FEMA Region VIl executed a Regional Tabletop Exercise (R-TTX) in
Montana. This R-TTX was designed to provide participants with an improved understanding of the
operational and tactical issues resulting from a large-scale earthquake along the Prickly Pear Fault,
followed by aftershocks that devastate the Helena area. The R-TTX also familiarized participants with
challenges and effects associated with the scenario for the VIGILANT GUARD Command Post Exercise
(CPX) and Field Training Exercise (FTX) schedule for the following month.

National Guard participation in the R-TTX included representatives from Montana, Wyoming, South
Dakota, North Dakota, Idaho, Utah, and Colorado. Civilian representation included members from
Montana Disaster and Emergency Services, the Disaster and Emergency Services Coordinators of Lewis
& Clark, Broadwater, Jefferson, and Butte-Silver Bow Counties, representatives from multiple Montana
State Agencies, Non-Governmental Agencies, and private enterprise. Federal partners included
representatives from the Federal Emergency Management Agency (FEMA) Region VIII, NORAD-US
Northern Command (N-NC), the National Guard Bureau (NGB), and the FEMA Region VIII Defense
Coordinating Officer / Element (DCO/DCE).

Following a general welcome and opening remarks from the Montana Adjutant General BG Walsh and
the VIGILANT GUARD Branch Chief LTC Harrison, the VIGILANT GUARD Exercise Team outlined the
scenario, identifying anticipated challenges for exercise players. R-TTX Participants then examined a
series of targeted questions during a facilitated discussion. Participants divided into functional groups
to workshop expected actions and identify possible solutions. These actions and solutions were then
briefed to the entire group throughout the day.

Exercise discussion was divided into four distinct modules. These modules were:
1. Notification and Activation Protocols
2. Resource Request and Mission Assignment
3. Information Sharing / Common Operational Picture

4. A Process Flow (PROFLOW) Discussion of Command and Control / Unity of Effort

KEY EXERCISE FINDINGS

The following Quick Look provides some key findings identified by participants during the Regional
Tabletop Exercise (R-TTX). Participants in the VIGILANT GUARD Region VIl Exercise are encouraged to
review these findings and evaluate what actions may be necessary to improve operations for the
upcoming CPX / FTX activities in Montana.

1. NOTIFICATION AND ACTIVATION PROTOCOLS
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AFFECTED COUNTIES: For counties affected by the earthquake, the earthquake itself will be the
notification for staff to report automatically to their county Emergency Operations Center (EOC).

This self-reporting is to be completed after EOC staff has confirmed the well-being of their homes
and families. Lessons learned from Lewis & Clark County have shown that the EOC Director will be
too busy to place notification phone calls to everyone, including the County Commissioners. As a
result, County Commissioners and the Mayors of Helena and East Helena would also automatically
report to the EOC. Additionally, Liaison Officers (LNOs) from the American Red Cross, county
utilities, and St. Peter’s Hospital have been told to report to the Lewis & Clark County EOC. In the
event that a person who has checked into the EOC is not needed, their contact information is taken
and that person will be called back later if necessary. First Responders are notified via a digital page
sent using radio towers to all responders.

Lewis & Clark County uses a tiered activation system and an earthquake of this magnitude would
cause the EOC to activate at Level 1. Butte-Silver Bow County would also use the earthquake as a
trigger to stand up the County EOC; however, as the effects would be less severe than Lewis & Clark
County, Butte-Silver Bow would activate at Level 2 on their tiered activation scale. Butte-Silver Bow
would activate two Deputy Managers, Operations Section Chief, and Infrastructure Branch/Public
Works to begin assessing damage to public infrastructure and facilities.

MT DES: Montana Disaster and Emergency Services would activate at Level 5 with the Duty Officer
initiating the activation once the earthquake was felt. The Duty Officer would then call to activate
the State Emergency Coordination Center (SECC). Changes to the current protocol will result in
fundamental SECC staff self-activating for an event this significant; however, these changes are not
currently in place. The Duty Officer will also contact the Operations Chief if the event is something
that cannot be handled by a single operational individual. The FEMA Region VIII Regional Response
Coordination Center (RRCC) in Denver would be notified by the SECC. The SECC would then notify
The Adjutant General (TAG), the Governor, and the Montana Congressional Delegation (comprised
of two Senators and one Representative). Approximately 7 state Emergency Support Functions
(ESFs) would be notified and the establishing of contact with the local governments of the affected
areas would commence.

MTNG: The Montana National Guard will play a support role to civilians in this type of event and
will not formally activate without a request to do so. However, the MTNG will lean forward in
anticipation of activation by having personnel self-report and by standing up Air Wings, Civil Support
Teams (CSTs), the Rapid Reaction Force (RFF), and the Troop Command. The ultimate authority
resides with the TAG, or Joint Director of Military Support (JDOMS) and the Chief of Staff (CoS) in the
TAG's absence.

The use of telephones, cellular phones, and email would be the primary system of communication
down to the troop command. Every element has an alert roster, similar to a phone tree, to aid in
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the notification of personnel. In the event the phone lines (land and cell) were damaged, MTNG
would rely on the communications backup system, which re-routes phone calls through surrounding
states. Currently, 4 states are programmed to receive calls in an emergency; if one state is unable to
process the calls, the system automatically re-routes the call through another state. Despite current
plans for alternate means of communicating in a disaster, MTNG recognizes that if there was
absolutely no means of communications then there would be challenges relaying the notification
message, but MTNG is confident that personnel will self-report to their armories. Radio
communication would then become the primary means of communication as the ability exists to get
in touch with all armories across the state via radio.

FEDERAL PARTICIPANTS: All activation processes are kicked off by the state but FEMA will activate
the Regional Response Coordination Center (RRCC) in Region VIII under its own authority. An

expedited Presidential Emergency Declaration will also be sought by FEMA while the RRCC is being
activated. An earthquake over 6.0 in Montana is the trigger point for automatic Tier 1 Activation in
which all FEMA regional staff and ESFs are activated. Although FEMA Region VIII has automatic
deployment arrangements with other states within the region, no such arrangement exists with
Montana at this time.

FEMA will activate and deploy the USAR Box Alarm for Montana, at the request of the state. Three

Task Forces and one Incident Support Team will be dispatched to Montana. It will take six hours for
the Task Forces and Incident Support Team to deploy and roughly 15-18 hours for the resources to

arrive in Montana.

EMAC STATES: Most information and notification will come in through the Joint Operations Center
(JOC) of EMAC States, with states in the region already leaning forward and preparing to respond.
The main lines of communication will be JOC to JOC, TAG to TAG, or NGB to state. J3/JDOMs
communicates information to the Chief of Staff (CoS), who then informs the TAG. Partner states in
Region VIII regularly test and update SOPs for activation of EMAC resources.

RESOURCE REQUESTS AND MISSION ASSIGNMENT

AFFECTED COUNTIES: After completing damage assessments, the affected counties will each use
their own unified command to determine what is needed and a request will be made to the SECC for
resources. Requests will be made via phone, fax, and radio. In the event those systems are not
operational, a representative will be sent to the SECC to make the requests in person. The most
important thing is that requests from the state will be made by defining the mission and letting the
state decide what resources are needed in order to complete the mission. Resource tracking will be
done through the Logistics or Resource Unit Leader who is in charge of tracking where the resources
are, the progress of the mission, etc.
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MT DES: Resources gaps and needs at the local level are tracked on the ICS 209 form and
communicated to the SECC. The resource and capability requests are sent to the SECC from the
county EOCs and are initially processed by the Operations Section. The Operations Section Chief
decides which of the three Operations Units should receive and manage the request. That
Operations Section decides which Emergency Support Function (ESF) the request most closely
pertains to and assigns the request to that ESF. The ESFs are responsible for assigning state
resources to the mission. Requests are received via telephone, fax, email, face-to-face, and through
Situation Reporting software. It is important that the County / State-assigned tracking numbers are
maintained throughout the process to ensure costs are tracked, justified, and properly reimbursed.

MTNG: The Montana National Guard has multiple methods in place to review and track resources’
status, including both personnel and equipment/material. Within the J4 (logistics), personnel
maintain a Joint Capabilities Database (JCD) which tracks the status of all MTNG resources. The
database is updated weekly by the J4 staff and monthly by the units. The J1 tracks MTNG personnel
though the Joint Manpower Document. This document tracks both army and air personnel. In
addition to tracking army and air personnel, MTNG J1 also tracks the status of all personnel whether
full time or M-day. For M-day personnel, the J1 has created a document that tracks their civilian
jobs as well. This document allows J1 staff to track soldiers and airmen that would fulfill first
responder roles during an emergency response. The tracking of aviation assets is done throughout
the state as well as with regional partners.

MTNG and DES are located in the same building, which fosters a more rapid and accurate Request
for Assistance (RFA)/Mission Assignment process. As RFAs come into the SECC, the operations
section analyzes the agencies best suited to fulfill the request (transportation, National Guard, etc.).
If a RFA requires National Guard assistance, the NG LNO works with DES to ensure the request is a
viable mission. In other words there is a quick review process to ensure the National Guard is legally
able to fulfill the request and has the resources to do so. This rapid review process mitigates the
need for the JOC to spend additional time analyzing potential mission requests and prevents a
situation where the National Guard would reject a mission once the formal RFA paperwork was
completed.

Once the RFA is deemed a valid National Guard assignment, the state completes a formal Request
for Assistance by filling out an RFA form. This form is then hand delivered to the MT Joint
Operations Center and is immediately logged into the RFA tracker. While the RFA form is being
completed, the NG LNO in the SEOC will be communicating with the JOC staff to inform them of
critical information and future mission assignments. Once the RFA is logged it is communicated to
the Joint Task Force (95" Troop Command). The JTF will use the RFA to create a Fragmentary Order
(FRAGO) and task units and resources to the mission. The unit commander on the ground, LNOs,
and DES work together to determine that the National Guard has finished the mission. At that point

the mission will be marked as complete within the mission tracker document.
4
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If a mission cannot be completed by the Montana National Guard, the request for assistance would
first be sent to neighboring states. The MT JOC would be in constant communication with regional
partners to determine asset and personnel availability. This information will aid DES in creating
EMAC requests. If neighboring states cannot fulfill a RFA, MTNG can work through the National
Guard Bureau to help identify assets. NGB can identify an asset in another state and link MT and the
state with the asset so they can complete an EMAC agreement.

FEDERAL PARTICIPANTS: All requests from the state for Federal resources go through FEMA, which
provides resources based on the needs of the state and federal resources able to fill requests.

Requests for resources sent to FEMA are reviewed through the Operations Section which reviews
ESFs to determine who can best provide for the resource / mission needed. FEMA also has 18 pre-
scripted standing mission assignments for the Department of Defense (DOD) based on previous
lessons learned of expected missions. The Operations Center is responsible for tracking mission
assignments, with the Mission Assignment Coordinator specifically being tasked with watching each
mission from start to finish.

EMAC STATES: All EMAC requests are done at the state level and managed by the state. The EMAC
requests process can be initiated following authorization from the Governor’s Office and a State
Disaster Declaration. An EMAC Advance Team (A-Team), usually from a state that will be
dispatching resources, would be sent to the Montana to assist the SECC with the EMAC procedure
and paperwork (Request for Assistance Forms or Reg-As). For a real event of this magnitude, 3
EMAC Advance Teams would be requested and deployed.

Units deployed from out of state would remain in contact with their home state JFHQ JOCs/JTFs as
well as with the Command and Control node they have been assigned to under Operational Control
(OPCON) to for the response. Information from the units would include status reports on personnel
and resources, current location, and status of the mission.

INFORMATION SHARING / COMMON OPERATIONAL PICTURE

AFFECTED COUNTIES: Accurate, timely information coming into the Lewis & Clark County EOC is
difficult to obtain. The bulk of the information that filters into the EOC comes via the EOC listening
in on radio communications out in the field between first responders as first responders often cite

being too busy to maintain constant communication with the EOC. Information also makes its way
to the EOC via Incident Action Reports and from public citizens. The Plan Section Chief’s main
responsibility is to ensure the gathering of intelligence that is assembled into briefs that are given in
the EOC every three hours. Lewis & Clark County posts emergency information on the county’s
website to keep the public informed and to help curb phone calls from the public that tie up hotlines
and dispatch centers. In case of power failure or other damage to the facility, Lewis & Clark County
maintains a backup generator and also has an MOU with the Montana Department of Public Health
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and Human Services to use their EOC if it is available. Additionally, Lewis & Clark County has the
ability to use the Helena Regional Airport Terminal as a secondary location.

MT DES: Montana Disaster and Emergency Services admits that their current information-sharing
infrastructure is dated but is still operational. The State Coordination Center produces two email
situation reports that get sent to counties, state agencies, and Federal agencies. MT DES has access
to a mobile command center in the event the SECC is damaged and there is a need for critical staff
members to relocate or Continuity of Operations (COOP) is needed. MT State also employs the
Living Disaster Recovery (LDR) system which is critical to aiding the state in recovery operations.

MTNG: The Montana National Guard has multiple avenues by which information is shared internally
and externally. They maintain standing Commander’s Critical Information Requirements (CCIR), as
well as CCIRs that will be developed based on the event. Requests for Information (RFI) and
Requests for Assistance (RFA) will filter from MT DES and these will contain all the information the
Guard will need to respond to missions. Internal information sharing comes in the form of Situation
Reports (SITREPs) that come up from the units in the field. Battle Update Briefs (BUB) and
Commander Update Briefs (CUB) are also another method of internal information sharing. In the
BUBs, the JTF will report information to the JFHQ and the JOC, including RFIs and RFAs. MT DES is
collocated with the JOC, which allows for easier exchange of information between MTNG and
civilian agencies. MTNG is able to communicate with NGB via the Joint Information Exchange
Environment (JIEE) and maintains JOC-to-JOC communication with regional partners.

One problem with MTNG internal communications is the Army and Air Force systems do not allow
each other access and communication between the two is difficult. This results in a need for all
information to be emailed back and forth between army and air elements. The J6 is currently
working on a solution for the exercise and beyond.

FEDERAL PARTICIPANTS: Most of the information flow to the Federal agencies comes from the host
state. Within two hours, there will be a statement from the Department of Homeland Security and

the White House; therefore it is critical that communication with FEMA begins immediately. Data is
shared with Federal agencies via Incident Action Plans (IAP), the Interim Operating Facility which
shares information back and forth between the state and Federal agencies, and Emergency
Preparedness Liaison Officers (EPLOs) deployed in the state to channel information between the
state and the DCO. Information sharing with Federal agencies relies primarily on what is
operational, whether it is by fax, telephones, or physical hard copy.

FEMA uses numerous online tools to convey communication based on the appropriate system used
by the agency that FEMA is communicating with. Examples include the Homeland Security
Information Network (HSIN), and the various state systems. The Mobile Emergency Response
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System, which helps set up the Joint Field Office (JFO), contains its own data, voice, equipment, and
power sytems. Additionally, it possesses Mobile Emergency Operations Vehicles.

EMAC STATES: Most states use the WebEOC COP tool, which allows states to follow similar
situational awareness for partners coming to the assistance of another state. Information is shared
between states through CCIRs, LNOs staged wherever there is an Emergency Manager or Incident
Commander, and regularly scheduled Update Briefs (CUBs / BUBs). Joint Incident Site
Communications Capability (JISCC) and the Mobile Communications Center provide sources of
alternate communication, including satellite, network, internet, and phone access.

A PROCESS FLOW (PROFLOW) DISCUSSION OF COMMAND AND CONTROL / UNITY OF EFFORT

AFFECTED COUNTIES: Lewis & Clark County will establish a Unified Command consisting of the Fire
Chief, Law Enforcement, and Public Works immediately following the earthquake. The County

Sheriff will be the initial Incident Commander (IC), but with this type of disaster the ICS structure will
morph into a Unified Command which will include the Sheriff, the President of the Rural Fire
Council, and the Public Works Director from Helena. The Incident Command Post (ICP) will initially
be established in a mobile vehicle until the structural integrity of an appropriate building can be
established. At that point, the UC will then move to that building. Lewis & Clark County’s Unified
Command will be run using the Incident Command System (ICS) and will accept, but not dispatch,
LNOs. The four county EOCs (Lewis & Clark, Broadwater, Jefferson, and Butte-Silver Bow) will be in
direct communication; however, the EOCs will not fall under a single umbrella unified command.

MT DES: The SECC will be initiating the EMAC process as well as compiling its resource needs. The
SECC will then begin working with the Joint Information Center (JIC) to ensure that the right
resources are coming. During an emergency response, the SECC will function as a coordination
center tracking incoming RFAs from the counties and aiding in coordinating and directing incoming
resources to the appropriate locations.

MTNG: Incident Command would like a NG LNO at the Incident Command Post and the EOC to
assist in National Guard integration. This is accomplished by dispatching LNOs to the EOC first and
then onto the ICP. Normally in a situation like this, the Guard would activate in a tiered response,
but for this, exercise JTF-Big Sky will be established right away. Incoming the NG forces will JRSOI
and then report to the JTF. NG LNOs will report to IC and report back to JTF or JFHQ. The JOC will
be responsible for posting information on JIEE to communicate with NGB. In addition to reporting
information to NGB; the JCO will be in constant communication with the SECC and JTF-Big Sky.
MTNG J5 (Plans) will contact other states that have the capabilities that the MTNG are in need of in
order to support civilian missions.

FEDERAL PARTICIPANTS: Depending on the size of incoming Title 10 forces, the Command and
Control function will fall either to DCO/E (small) or to a Title 10/Federal Military JTF (large). LNOs
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will be present in the JOC and possibly in the SECC if invited. An Incident Support Team (IST) will be
established as an intermediary management group between Montana and Federal agencies. Any

Task Forces established are under the operational control of the local Incident Commander. Once
the Task Force’s mission is completed, they would report back to the IST until reassigned. FEMA
Region VIIlI would be responsible for reporting to FEMA HQ, DHS, and the White House. DCO/E
reports to US Army — North while receiving reports from any T10 forces that the DCO has Command
and Control over.

EMAC STATES: Incoming units from out of state would be deployed from their home stations to the
MT Joint Reception Staging Onward Movement and Integration (JRSOI) site(s). In wide spread
disasters or if major routes or damaged, multiple JRSOI sites might be established to mitigate the
need for units to travel beyond their mission assignment area to JRSOI and to prevent the need to
air lift units into and out a single JRSOI site if ground transportation routes are unavailable. As units
travel to JRSOI, they will remain in contact with their state JOCs as well as the MT JRSOI site. After
units undergo JRSOI, they will be deployed to JTF-Big Sky and from there sent to their mission
location. Units will produce status reports in the format established by the JTF and in accordance
with the battle rhythm established by the JTF. Units will also be required to report to their home
JOCs during the duration of the mission. Once the mission is complete and if the unit is no longer
needed, they will undergo reverse JRSOI and return to their home state.

FINAL THOUGHTS

Local jurisdictions, as well as MTNG representatives, are aware that the localities will require help as
soon as possible in order to begin the recovery process. The affected counties were surprised to learn
that FEMA will begin the mobilization of Federal resources without being requested and that these
forces will arrive on scene approximately 15 to 18 hours after activation. Many agencies felt EMAC
processes, customers, and supported agencies are not well understood. EMAC is a state-to-state
function and not a Guard one; however, the Guard has procedures to lean forward and assist the state
in coordinating Guard resources. Another issue that needs further discussion is the understanding of
the reporting channels and which agencies can and cannot be contacted and in what capacity.
Additionally, plans and agreements for the physical location of the Unified Command still need to be
further discussed and established.

QUICK LOOK DISSEMINATION

Contents of this Quick Look paper will be distributed to all participating VIGILANT GUARD Region VIl
organizations. Should any participant have concerns about the content of this document, including
suggested edits, they should direct comments to Maj Chas Smith (VG Team Chief) at
Charles.Smith2@northcom.mil, and Ms. Frances Fisher (VG Team Lead) at Frances.Fisher@anser.org.




